AKASI
LEARNING ..

Escalation of privileges under Linux

Course: 00167

Filter: Beginner
Duration: 2 days
Category:: Linux & Unix
Price: 197,00 €

About Course

Dive into privilege escalation techniques on Linux systems, focusing on configuration
errors and vulnerable binaries. Linux systems, focusing on configuration errors and
vulnerable binaries. This course is based on real cases encountered in the workplace.

What you'll learn

e Understand the basics of configuration errors on Linux
e Strengthen your systems by identifying and correcting common vulnerabilities

Targeted audience

e Security managers
e Network administrators

Pre-requisites
e None

Curriculum

Module 1: The basics of configuration errors on Linux
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Module 2: Identifying common vulnerabilities

Module 3: Practical techniques for exploiting vulnerabilities

Module 4: Fixing common vulnerabilities

Module 5: Lab: Practical exploitation of SUID binaries and other basic
configurations seen in companies
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