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(ISC)2- Entry-level cybersecurity certification (CC)

Course: 00044

Filter: Beginner

Duration: 1 days
Category:: Cyber Security
Price: 2500,00 €

About Course

To help bridge the skills gap, (ISC)2 has launched the entry-level Certified in Cybersecurity
(CC) certification. Requiring no experience, it opens the doors to this field to a much wider
range of candidates, including recent graduates, career changers and information
technology (IT) professionals. In addition, CC certification gives newcomers access to
advanced cybersecurity certifications such as CISSP (Certified Information Systems
Security Professional), CompTIA Security+, and other future management roles.

What you'll learn

Premium Bundle includes 6 hours of self-paced content in preparation of live

sessions

Participate in peer discussions and roundtables

Test your skills with pre-course and post-course assessments

Certification Exam voucher includes one free retake of exam for added confidence

Pre-requisites

None

Curriculum

Module 1: Define fundamental security concept
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Understand the Security Concepts of Information Assurance

Understand the Risk Management Processes

Understand Security Controls
Understand Governance Elements
Understand (ISC)? Code of Ethics

Module 2: Describe Incident Response, Business Continuity and Disaster Recovery

e Understand Incident Response
e Understand Business Continuity
e Understand Disaster Recovery

Module 3: Identify the components of several Access Controls Concepts

e Understand Access Control Concepts
e Understand Physical Access Controls
e Understand Logical Access Controls

Module 4: Practice the terminology and review concepts of network security

e Understand Computer Networking
e Understand Network (Cyber) Threats and Attacks
e Understand Network Security Infrastructure

Module 5: Practice the terminology and review concepts of network defense

Understand Data Security

Understand System Hardening

Understand Best Practice Security Policies

Understand Security Awareness Training

Module 6: Understand the layout of the exam and prepare to take the exam

e Certification Requirements

Scheduling the Exam
Before the Exam

Day of Exam

Tips for Reading the Questions
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e After the Exam
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